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Insider Technologies

UK-based company, formed in 1989.

Products are used by customers in the secure
government, defence, banking and retall
sectors.

1ISO9001 Accredited

Steria have audited Insider Technologies
Procedures



Sentra — Key Messaging Features
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@ Sentra tracks and monitors messaging data:

@ Was the data delivered?
@ Did the data arrive within agreed SLAS?
@ |[f the data was not delivered, where is it?
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Sentra — Key Messaging Features

E-mail Message Tracking

Mailbox Activity Monitoring

Queue Monitoring: e-mail and MQ
SLA compliance monitoring
Application Monitoring

Service Monitoring

Performance Monitoring

Security Monitoring
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Sentra — Key Features
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Cross-platform, agent-based data capture.

@ Captures and correlates data from many
different sources.

@ Scalable — can monitor and correlate hundreds
of data feeds.

@ Adaptable - easily adapts as a messaging
Infrastructure evolves.



Sentra Data Sources

Microsoft Windows event logs

J2EE Applications

SNMP

JMX Data

(Optional) HP OpenView,
TTTTTTTIR] Tivoli or
Microsoft MOM

Microsoft Active Directory

X500 Enterprise Directories
Gateways (ACP127, ACP145) —— XML data streams

Other Databases

X400 Mail Systems
Other SMTP Mail Systems

Application audit logs
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Sentra - More Key Features

@ Ships with pre-configured libraries of rules,
business reports and real-time service
management views with drilldown to
performance dashboards.

@ Alerts can be escalated to third party enterprise
managers



Message Tracking

'_E SenfraWeb Client  Advanced Message Tracking Query Results  Heip

_ 3 Messages

Jump To - Messages - Message Flow - Diagnostics - Details

B FoundtRecons pagel 1 ¥ ‘mResunsPefPagelmj
Event Time Message ID

Address Size (Bytes) B es

Select  16M0/2008 17:52:15 €=GB,a=TEST,p=TERRY i=M,s=CASHMORE,f=PAUL,0=VIA-MHC,0u1=X400 Nomlal

terry.test.2161601-081016.165215

_ 3 Message Flow
Jump To :}lessages - Message Flow - Diagnostics - Details
A
] o] ]
T BT T
[coRSHAM] [HPTOn]  [uanCHESTER]

=

— 3 Message Diagnostics/Recipients

— & Details

JumpTo Messages MessageFIow Diagnostics (MTA) - Details Jump To - Messaqes - Message Flow - Diagnostics (MTA) - Details

= M Found 9 Records Page|1_VJon.ResmtsPefPage 10 v ‘

Subject a
Client Hostname X128]
Sener Hostname 112bj

Found 3 Records Page E of 1. Results Per Page 10_"|
[EventTme |
Detail 16/10/2008 17:53:07 c=GB a=EXCHANGE,p=X12BJ i=F s=WAIN f=ALAN,0=VIA-CHNM,ou1=X400
Detail 16/10/2008 17:53:09 ALAN.F.WAIN@EXCHANGE.LOCAL

Event Type DELIVER
Detail 16/10/2008 17:53:09 ¢=CB,a=TEST p=TERRY i=M s=CASHMORE f=PAUL 0=VIA-MHC ou1=X400 Channel In STOREDRIVER
| MTA X128)
Mo. of Recipients 1
MTSID 19

Details Amessage was delivered to a mailbox

@Sentra can monitor the path
that a message takes through
many different mail systems,
mail gateways, SMTP and X400.

aDiagrams identify whether a
message has been delivered.

aDiagrams also identify where

an undelivered message may be
held.
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Status Configuration Hypenisor Report Messaging Queries Standard Queries Tasks Administration UserSettings

— €3 Mail Box Filter

StatTime

}24 viHours V!Befoge|NUW V|l

End Time

100 ViHours V!Befm’elNDW V|j

Maximum rows returned :

Maximum timeout (secs)

..
Address Field Operator Value
|Address v“Comains V|!crel|in || Add Filter ]
% Address Filter
"
] |SMTP:ADDRESS="wain" || Clear | [Find Matches|
@ |

Matching Addresses (15)

ALAN F.JAIN-VIA-CHHORED-R400 i
|ALAN F.VAINGRED VIa-HHB IOCAL
|ALaN F. VAINOEECHANGE. LOCAL ‘

|AL&N F.WAING@RED. VIA-HMD LOCAL
|ALAN F.VAINGRED.VIA-HDH TOCAL
! ALAN.F.WAINGCHI . VIA-NDH LOCAL b

WailBox Events for - ALAN.F WAIN-VIA-CHM@RED-X400

Subject |— Display All Messages — i

& 16/10/2008
09:28:48

& 161102008
09:2055

Track B 16/10/2008
09:33:52

Track 5 1611012008
093352

Track & 16/10/2008
093352

Delegate User Logon by TESTWdministrator

Delegate User Logon by TESTdministrator

Read Message:- Moved to the Deleted_ltems MailStorm: From=(%400) LEE-VIA-MHC just-a-comman-name To=(X400) RED-VIA-CHM
folder al..
Read Message:- Maved from the Inbox folder MailStorm: From=(X400) LEE-VIA-MHC just-a-common-name To=(¥400) RED-VIA-CHM

al..

Unread Message:- Moved to the Deleted_ltems Mail Storm: From=(%400) THE-VIA-MHC surname-only To={%400) RED-VIA-CHM
folder alanfw..

Mailbox Activity Monitoring

@Sentra can even monitor what
happens to mail after it arrives in
a user’s mailbox.

a@Alerts can be generated, e.g. if
a user deletes an urgent
message before it has been
read.



Inbox - Microsaft Outlook

DRl Edt Yew & Tok Actions Heb

j_]NBW bl N X \L}R_eply L%Rep\y to & %Forﬂlard | ;ﬁSendIRegewe .

%F\_nd & | (& Topzacorvartbofind o

Type a question for help =

anu]

=) Track Sekected Message

L rnk P

d

Find Naw Clear Dptions = % ‘

message tracking session for the curently selected message
Fawrie Folder

Sentra Bitmaps

-8

B Sentra Massage Tracking for Outlook, Message ID:PYTHON-0B10161713267-5125

Jump To - Messages - Messane Flow - Diagnostics - Details

H “|*| | Found 1Records Page|1 | of 1. Resuits PerPage | 10 ¥
[EentTime ___|Messae D [Priority _____|Size Bites) |
lec 16/10/2008 18:13:28 PYTHON-0810161713282-5125 ALAN.WAIN@INSIDERTECH.CO.UK Mot Applicable 8177

— £3 Message Flow

Jump To - Messages - Message Flow - Diagnostics - Details

MK OV
MAILZ MASVWEER.COM

— 3 Message Diag ~ & Details

J_urnp To .-Messe_lges-Message Flow - Diagnostics (MTA) - Details
| Recipients

Folder List k = =
df ! B Found 2 Records Page| 1 ™| of 1. Results Per Page | 10
e
Shurt_{uts il 1611012008 18:13:28  PAUL.CASHMORE@INSIDERTECH.CO.UK
g 1611012008 181236 CASHYP@GOOGLEMAIL COM
194 Trems

Jump To - Messages - Message Flow - Diagnostics (MTA) - Details

B ||| | Founa7 Records Page |1 ~] or. Resuts PerPage| 0 -1
Vawe |

Value

Subject Sentra Bitmaps

Benver Hostname  PYTHON

Origination Time ~ 2008-10-16 17:13:28 GMT
Encryption Q

No. of Recipients 1
Pariner \TAName  PYTHON
Details SMTP message successfully delivered by store driver
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Microsoft Outlook Integration

Privileged users can track their
own messages directly from an
Outlook session.



Status  Configuration Hypervisor Repornt Messaging GQueries  Standard Gueries Tasks Administration  User Settings

— &3 Queued Messages Filter

Start Time ]

Show All Types
Only show the following types:-

Only show the following systems:-

HI’S!DD ViMinslﬂﬂ ViSecsiUU "|

|IMANCHESTER {InScribe Queueg) A |
MOTTIMNGHAM (Mexor Queue) ‘
|

PY¥THOMN (MEZExchange 2003 Gue
|REDMOND MSExchane 2003 i

End Time
!DD VEHDUFS ViBeere Ilone ﬁ

— €3 Queued Messages Status History

H Found 4 Records Page 7177"7- of 1. Results Per Page|757:|
b |Queue Size(Bvtes) |Exira Information |Queue Manager Name |MTA Version
Channel 2.!’1 Bi2008 15:28:35 1?|] QEEQU TEI’I’YtEBtlDCal pp 14.1¢0-0#1 (trun

Channel 2/16:2008 15:14:26 171 0 97738 terry.test.local pp 1400 #1 {tru
Channel 2MB6/2008 14:59:26 171 o 97738 ternytestlocal pp 14.1w0-0 31 {run
Channel 2M16/2008 14:44:25 170 0 97303 terrytestlocal pp 14.1¢0-0#1 (trun

&3 Channels

Found 14 Records Page 1 ™ ’_*'] of 3. Results Per Page

Channel Name (Number Of Messages |Number Of Reporis n (Oldest Message Time |Next Retry Time

Qrigin x400p1 171 L1} 97738
Qrigin 822-local 1]
Origin housekeeper 0
a
0]

21172008 19:03:21

Qrigin list
Otigin Irmtp

oo oo
(| =

— £ Queued Messages Originators (Al originators queued for at least 120 Seconds)

H Found 5 Recards Pagei1 "!DH Results PerPage |5 v/
Originator Address
Recig  msg. DD?DE 0 P
Recig msg.00810-1 777
Recip msg.00892.0 439

Exira Information m
S=CASHMORE;G=PAUL,O=INSIDER-TECHNOLOGIES al

=WAIN, G=ALANO=INSIDER-TECHNOLOGIES Ql
INSIDER-TECHNOLOGIES o

Recip msg.01069-0 794 ,O=INSIDER-TECHNOLOGIES al
Recip msg.01542-0 442 C=GBA=TEST,P=TERRY =M 5=CASHMORE, G=PALIL, O=INSIDER-TECHMNOLOGIES Ql

— ©3 Oueued Messages Recipients _

=] Found 1 Records Page|1 v|

Message ID |Recipient Address e Exira _Information |Recipient Address Units |Recipient Address

meg.00892-0 C=GBA=ITLP=CHICAGO;I=F;5="WAING=ALAN0=INSIDER-TECHNOLOGIES Ql=X400

@ Monitor important queues,
connections and gateways.

@Take control: proactively
identify and resolve system
bottlenecks.



Messaging Service View
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@Service views can be designed
and tailored to match the
environment being monitored.

@Users can drill down to view
real-time dashboards showing
key performance metrics.
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Multiple Messaging Vendor Support

a@Sentra performs cross-platform
monitoring for many different
messaging systems.

@lmportant system problems are
easily identified.

@Track messages through
gateways e.g. ACP127, ACP145

@Track e-mail when translated

X400.

: from X400 to SMTP, or SMTP to



= MQ Queue Monitoring
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@ Monitor important queues,
connections and gateways.

@ Invoke tasks to manage
queues, resend messages, stop
and start queues and channels.
@ Monitor and instrument any
XML data stream that is routed
via MQ or files.
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Service/SLA Reporting

@In addition to real-time
dashboards, Sentra
provides business-style
reports



Other Benefits
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Pinpoints exceptions as they occur
ldentify system bottlenecks

Brings pro-activity to SLA management and
capacity planning
@ Disparate staffing needs are resolved

ldeal for the complex business alerting needed
to protect messaging services

c O

C
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Markets

& Defence/Government

@ Monitors e-mail in key UK government and defence
establishments

@ Monitors e-mail for the German Army
@ Finance

@ Architecture supports POS and ATM transaction
monitoring

@ Logica Partnership: LAPS Business Activity
Monitoring

@ Monitors any XML data stream, e.g. payment
gateway activity



Other Activities
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@ Bespoke Development
@ Animal Tracking application
@ Holiday Home insurance application
@ PDA forms integration with database back-end



= Financial Systems Monitoring
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a@Sentra performs cross-platform
payment system and POS
monitoring.

aSentra can monitor and track
any 1S0O20022 or UNIFI
compliant message.



iI.]Iu

Contact Insider Technologies

Email: support@insidertech.co.uk
Phone: +44 (0)161 867 6606

http://www.insidertech.co.uk



